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CrussMask

The integration of artificial intelligence (Al) into unmanned aerial vehicles (UAVS)
has substantially advanced these platforms' capabilities, particularly in enhancing
situational awareness. This paper presents a comprehensive survey and review of
Al-driven techniques aimed at improving situational awareness in UAVs. We begin
by defining situational awareness and its essential components—perception,
comprehension, and projection—within the context of UAV operations.
Subsequently, we explore various Al methodologies, including machine learning,
deep learning, computer vision, natural language processing, and data fusion, that
are employed to augment UAVS' capabilities to perceive and interpret their
environments. The paper examines diverse Al-enhanced UAYV situational
awareness applications across military, civilian, and commercial domains. Critical
applications include advanced surveillance, target acquisition, search and rescue
missions, environmental monitoring, traffic and crowd monitoring, infrastructure
inspection, and delivery services. Additionally, we discuss the technical and
operational challenges associated with implementing Al in UAVS, such as data
quality, real-time processing, environmental impacts, and scalability. Ethical and
legal considerations are also addressed, including privacy concerns and regulatory
issues. In addition to a thorough review of the current literature, we provide detailed
case studies highlighting successful Al implementations in UAVSs, offering
practical insights and lessons learned. We also identify emerging technologies and
future research opportunities with the potential to advance the field, such as
innovations in sensor technology and Al algorithms. Our findings underscore the
transformative potential of Al in enhancing the situational awareness of UAVS,
paving the way for more intelligent, autonomous, and effective aerial systems. This
survey serves as a valuable resource for researchers, practitioners, and
policymakers interested in understanding and leveraging the intersection of Al and
UAYV technology for various applications.

Keywords: Artificial Intelligence, Unmanned Aerial Vehicle, Situational Awareness

1. Introduction

Vehicles

l |nmanned Aerial (UAVs),
referred to as drones, have become essential tools

commercial applications. Their capability to operate in
hazardous or inaccessible environments, combined with
their versatility and cost-effectiveness, has led to their
widespread adoption. In the military domain, UAVs are

commonly

across various sectors, including military, civilian, and
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crucial for surveillance, reconnaissance, and tactical
operations, providing real-time intelligence and situational
awareness, thereby reducing risks to human operators and
enhancing mission effectiveness. Civilian applications are
equally  diverse, encompassing disaster response,
environmental monitoring, agriculture, infrastructure
inspection, and delivery services. In search and rescue
operations, UAVs can rapidly cover large areas and access
rugged terrains, significantly improving the likelihood of
locating and assisting victims (Arjomandi et al., 2006).

Situational awareness is critical in UAV operations,
enabling the wvehicle to understand and interpret its
environment to make informed decisions. It comprises
three key components: perception, comprehension, and
projection. Perception involves recognizing and identifying
objects and events in the environment. Comprehension
pertains to understanding the significance of these elements
and their interrelationships. Projection involves predicting
future states and potential developments based on the
current understanding. Effective situational awareness
ensures that UAVs can navigate complex environments,
avoid obstacles, and achieve their operational objectives
safely and efficiently (Endsley, 1995, 1999).

The dynamic and often unpredictable nature of the
environments in  which UAVs operate necessitates
advanced capabilities for real-time data processing and
decision-making (Endsley, 1995). Traditional methods
struggle to manage the sheer volume and complexity of
data. This is where artificial intelligence (Al) becomes
crucial. Al technologies, such as machine learning, deep
learning, and computer vision, offer powerful tools for
enhancing situational awareness. They enable UAVs to
autonomously perceive and interpret their surroundings,
recognize patterns, adapt to new situations, and make
decisions with minimal human intervention. The
integration of Al into UAV systems not only enhances their
operational efficiency and effectiveness but also expands
the scope of their applications (Endsley, 1995).

This paper aims to survey and review the current state of
Al-driven techniques for enhancing situational awareness
in UAVs. By exploring various Al methodologies and their
applications, we seek to comprehensively understand how
Al can transform UAV operations, addressing both the
opportunities and challenges associated with this
integration.

The scope of this survey encompasses a broad range of
Al methodologies, including machine learning, deep
learning, computer vision, natural language processing, and
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data fusion, as they pertain to UAV situational awareness.
The review covers various UAV applications across
military, civilian, and commercial domains, highlighting
how Al technologies are employed to improve UAVS'
ability to perceive, comprehend, and project environmental
information.

The primary objectives of this survey are:

- To present an overview of the fundamental concepts
of situational awareness and its importance in UAV
operations.

- To explore and categorize the Al techniques used to
enhance situational awareness in UAVS.

- To examine the diverse applications of Al-driven
situational awareness in various fields.

- To identify and discuss the technical, operational,
ethical, and legal challenges associated with
integrating Al into UAV systems.

- To identify emerging technologies and future
research opportunities in this field.

The paper is organized as follows: The next section
outlines the methodology and criteria for paper selection
and review. Section three covers the fundamentals of
situational awareness, UAVs, and artificial intelligence
methods. We then examine papers proposing Al models to
enhance situational awareness in UAV applications. Lastly,
we discuss future initiatives for applying Al and new
technologies to further improve situational awareness in
UAVsS.

2.  Methods and Materials

This paper systematically reviews existing literature on
Al-controlled UAVs to assess their impact on situational
awareness. The selection criteria focus on relevance to Al
technology, application to UAV systems, and contributions
to understanding situational awareness enhancement.
Sources from peer-reviewed journals, conference
proceedings, and reputable technical reports were
meticulously chosen to ensure currency and relevance.
Each study is evaluated based on its methodology, results,
and influence in the field, particularly regarding the
effectiveness of Al applications in various operational
contexts. The review organizes the literature into thematic
categories, including machine learning, deep learning,
computer vision, and data fusion, which helps identify
trends, challenges, and research gaps. Collectively, these
insights offer a structured overview of advancements in Al
for UAVs and pinpoint critical areas for further
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investigation. The review also addresses practical
implications for UAV operations and outlines future
research directions, providing a comprehensive assessment
of how Al-controlled UAVs can enhance situational
awareness and identifying opportunities for further
technological developments and applications.

3.  Fundamentals of Situational Awareness, UAVS,
and Al

3.1. Situational Awareness

Situational awareness is a cognitive process that
involves perceiving and comprehending the current
situation and projecting near-future events. Based on this
awareness, plans can be formulated, decisions made, and
actions executed (Dehghan et al., 2022). Several definitions

Figure 1

of situational awareness exist, with one of the most widely
recognized provided by Mica Endsley in 1995 (Endsley,
2018): "Situational awareness or situation awareness (SA)
is the perception of environmental elements and events
with respect to time or space, the comprehension of their
meaning, and the projection of their future status." This
definition distinguishes between three levels of situational
awareness: perception (including observation),
comprehension, and projection (including prediction). The
lowest level involves observation and perception, while the
highest level involves the projection of the current situation
into the future to predict the evolution of the tactical
situation. The highest level in Endsley's situational
awareness model, termed projection, involves predicting
the status of environmental elements in the near future
(Dehghan et al., 2022).

Model of Situational Awareness in Dynamic Decision-Making (Endsley, 1995).
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Figure 1 illustrates the role of situational awareness
(SA) in the decision-making process. According to the
model, an individual's perception of relevant environmental
elements—derived from system representations or direct
sensations—forms the basis of their SA. Action selection
and execution emerge as distinct phases from SA. Several
factors influence this process, starting with individual
variations in the ability to achieve SA from the same data
input, which depends on information processing
mechanisms, innate abilities, experience, and training.
Additionally, biases and goals can shape how individuals
filter and interpret their environment. System design also
impacts SA by determining how effectively it provides
necessary information and its alignment with human
information ~ processing  capabilities.  Furthermore,
characteristics of the work environment, such as workload,
stress, and complexity, may affect SA. The influence of
these individual and system factors on SA has been
discussed (Endsley, 1995).

3.2. Unmanned Aerial Vehicles

Unmanned aerial vehicles (UAVs), commonly known as
drones, operate without the need for an onboard human
pilot. UAVs are categorized into several types: fixed-wing
UAVs, designed for extended flight durations and long-
distance missions; rotary-wing UAVs, such as quadcopters,
which offer vertical takeoff and landing capabilities as well
as high maneuverability; and hybrid UAVs, which combine
features of both fixed-wing and rotary-wing designs. These
UAVs are equipped with a variety of sensors and payloads,
including high-resolution cameras, LiDAR, radar, and GPS,
enabling them to perform tasks such as surveillance,
mapping, inspection, and environmental monitoring. The
data collected by these sensors in real-time enhances
situational awareness, supporting a wide range of
applications across military, civilian, and commercial
sectors. This capability allows UAVs to navigate complex
environments, avoid obstacles, and effectively execute their
missions (Ahmed et al., 2022).
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3.3. Atrtificial Intelligence

Artificial intelligence (Al) is a broad scientific discipline
that enables computer systems to solve problems by
emulating complex biological processes, such as learning,
reasoning, and self-correction. Al systems and entities can
perform operations analogous to human cognitive
processes, with particular emphasis on learning and
decision-making. Al applications, such as virtual personal
assistants, intelligent vehicles, purchase prediction, speech
recognition, and smart home devices, are becoming
increasingly pervasive, transforming daily life by
enhancing human productivity, safety, and even
entertainment and communication (Ertel, 2018).

Artificial intelligence encompasses a variety of methods.
Based on studies focused on applying Al to enhance
situational awareness in UAVSs, the key methods identified
in this area include:

Machine Learning: This includes supervised learning
(e.g., object detection, terrain classification, anomaly
detection), unsupervised learning (e.g., clustering,
dimensionality  reduction, feature extraction), and
reinforcement learning (e.g., navigation, autonomous
decision-making, multi-UAV coordination).

Deep Learning: This involves the use of neural
networks, with a specific emphasis on Convolutional
Neural Networks (CNNs) for image recognition and
Recurrent Neural Networks (RNNs) for processing time-
series data.

Computer Vision: Techniques in this domain include
object detection and recognition, as well as scene
understanding, all of which are critical for interpreting
visual data.

Augmented Reality (AR): AR provides a real-time direct
or indirect view of a physical, real-world environment
enhanced by adding virtual computer-generated
information.
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Figure 2
Classification of AI Methods for Enhancing UAV’s Situation Awareness
Al Methods for

Enhancing UAV's
Situation Awareness
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Song et al. (2023) explore UAV cluster situational
4. Literature Review awareness technology, crucial for executing autonomous
tasks. Situational awareness aims to provide a
comprehensive understanding and forecast of threats in
complex environments by leveraging information fusion
and Al. The authors introduce cluster situational awareness
technology and examine its applications in domestic and
international projects. They also address the technical
challenges of implementing this technology and discuss the
framework and critical technologies involved. Finally, they
outline future development directions for enhancing
situational awareness in UAV clusters, offering valuable
insights for future research in the field (Song et al., 2023).
Gao and Lv (2023) emphasize the significance of
cooperative UAV swarm operations in future warfare,
highlighting their disruptive potential. They introduce two
novel cooperative situational awareness (SA) models
specifically designed for UAV swarms, incorporating
classical models alongside the swarms' unique traits. The
first model enhances Endsley's three-level SA framework

This section reviews research on the application of Al in
enhancing UAV situational awareness.

The framework proposed by Han, Wang, and Wang
(2023) enhances situational awareness in UAV swarms,
particularly for search and rescue operations. A multi-layer
perceptron (MLP) neural network identifies swarm
behavior formations and provides insights into their
dynamics. A fuzzy inference system assesses the swarm's
current situation and intentions, while a long short-term
memory (LSTM) neural network predicts future conditions,
enabling proactive decision-making. Additionally, a benefit
assessment function facilitates quantitative analysis of the
swarm's effectiveness in search and rescue, optimizing
mission outcomes. Overall, the framework improves
decision-making and operational efficiency in UAV swarm
operations, highlighting its potential for critical missions
(Han et al., 2023).
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by replacing conventional mental models with an
intelligent individual-level human-machine model. The
second model distinguishes between homogeneous and
heterogeneous UAV swarms, creating distinct cooperative
SA models based on the extended team SA model and the
distributed SA model (DSA). They compare multi-UAV
operations with UAV swarm operations, highlighting the
differences in cooperative SA. Additionally, a scenario
analysis demonstrates the functioning of swarm cooperative
SA in combat situations, providing practical insights for
military applications (Gao & Lv, 2023).

Ren et al. (2021) examine the transformative impact of
Al on warfare, emphasizing the shift toward intelligent,
unmanned, and networked combat systems in modern
operations. Their focus is on machine learning, a crucial
aspect of Al that has proven useful in fields like computer
vision and natural language processing. The paper
investigates potential UAV applications in combat
missions, particularly how machine learning can enhance
UAYV situational awareness and autonomous decision-
making. Detailed analysis underscores the importance of
machine learning in processing large amounts of battlefield
data, enabling UAVs to extract critical information and
facilitate faster decision-making in combat. The authors
argue that integrating machine learning into UAV
operations will improve battlefield responsiveness and
effectiveness, representing a key area for future research
and exploration (Ren et al., 2021).

Igonin, Kolganov, and Tiumentsev (2021) highlight the
importance of situational awareness in effectively
controlling UAV behavior, providing essential information
aligned with UAV objectives and tasks. UAVs are
categorized as controlled dynamic systems, and their
position within this hierarchy is discussed. The authors
present concepts of UAV behavior and activity, detailing
algorithm requirements for behavior management. They
propose a framework for understanding situational
awareness in highly autonomous UAVs (HA-UAVS),
analyzing its various levels and types. The paper
emphasizes the distinct aspects of situational awareness
formation for UAVs compared to manned aircraft and
remotely piloted UAVs, focusing on predicting the
behavior of nearby objects and processing visual
information. Additionally, it explores machine learning
applications to address situational awareness challenges,
such as tracking maneuvering aircraft and semantic
segmentation for landing site selection. Finally, the authors

59

Al and Tech in Behavioral and Social Sciences 2:4 (2024) 54-65

outline several unresolved issues in the field of situational
awareness for HA-UAVs (lgonin et al., 2021b).

Igonin, Kolganov, and Tiumentsev (2021) also address
the challenges of situational awareness in controlling
UAVs.  Situational — awareness involves  gathering
information about the UAV's operating environment, which
is essential for effective decision-making. A critical
component is understanding surrounding objects, their
movement trajectories, and predicting their future motion.
The authors focus on predicting the trajectories of dynamic
objects around the UAV. To address this, they created a
dataset using the FlightGear flight simulator, divided into
training, validation, and test sets for developing a neural
network model. The model utilizes recurrent neural
networks, which are suitable for predicting the motion of
tracked objects (Igonin et al., 2021a).

Anjum, Sadhu, and Pompili (2020) discuss
advancements in neural networks (NNs) for tasks like
image classification and gaming, highlighting their high
computational demands and limited real-time applicability.
They propose integrating low-resource mobile devices,
such as drones, with approximate distributed computing
techniques. The goal is to enable NN technology on
resource-constrained devices while maintaining real-time
situational awareness, particularly in rapidly understanding
critical elements of new environments. The article
illustrates how drones can detect suspects and weapons in
real-time using local resources and addresses suspect
identification during emergencies, showcasing a practical
application of the proposed methods. Validation is
conducted using the Microsoft AirSim simulator, which
combines simulation and hardware-in-the-loop emulation
to demonstrate effectiveness (Anjum et al., 2020).

Zak, Parmet, and Oron-Gilad (2020) discuss the
importance of situational awareness for UAV operators in
their operational areas, particularly in relation to Command
and Control (C2) maps, which often lack relevant data.
Operators need timely and relevant information to make
effective decisions, as current filtering methods for C2
maps are insufficient and layer-based. The authors propose
a new solution that automatically filters C2 map
information based on environmental and mission context,
utilizing a three-tier Al algorithm called GiCo-MAF. The
GiCo-MAF algorithm integrates machine learning (ML)
models to enhance UAV mission support, developed
through data collection from simulated runs with
professional UAS operators. Various ML models have been
tested and incorporated into the algorithm, accurately
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reflecting human preferences and areas of interest. This
approach also addresses time-critical spatiotemporal
challenges in UAV missions (Zak et al., 2020).

Fan et al. (2020) examine the use of UAVs for
surveillance and observation, specifically their role as edge
servers for real-time data collection and processing.
Maintaining situational awareness is challenging because
UAVs must frequently shift between detection areas.
Continuous flight and data processing can quickly deplete
UAV Dbatteries, necessitating energy-efficient trajectory
planning and data offloading strategies. The authors
introduce a freshness function based on the concept of
information age to assess situational awareness freshness.
They present a multi-agent deep reinforcement learning
(DRL) algorithm for the cooperative control of multiple
UAVs, utilizing global and local rewards. Simulation
results demonstrate that this algorithm significantly reduces
energy consumption while preserving high situational
awareness in rapidly changing environments (Fan et al.,
2020).

Maltezos et al. (2020) explore the increasing use of
UAVs to enhance situational awareness across various
sectors. UAVs provide operational managers with real-time
information, facilitating informed decision-making during
events. The authors propose a preliminary design for a
multipurpose UAV situational awareness platform that
leverages advanced on-board processing, including
computer vision, image processing, and machine learning
techniques, to improve effectiveness. The design integrates
aerial and terrestrial surveillance assets, ensuring rapid and
reliable information delivery during emergencies, which is
essential for effective area monitoring. Experimental results
from RGB and thermal video datasets illustrate innovative
object detection and tracking algorithms, highlighting the
proposed UAV's potential and utility. Lastly, the authors
suggest future directions for enhancing and optimizing the
multipurpose UAYV situational awareness system, indicating
ongoing research and development (Maltezos et al., 2020).

Avanzini, De Luca, and Pascarelli (2020) explore the
use of UAVs in sensitive areas such as civil airports,
emphasizing the need for operator situational awareness to
ensure safe operations. The authors argue that operators
require real-time, relevant information to make timely
emergency decisions. They suggest augmented reality (AR)
as a tool to overlay vital information onto the real-world
view, enhancing situational awareness. The paper presents
an architecture for integrating drone operations into
airspace, allowing UAVs to coexist safely with manned
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aircraft. It also describes the design of an AR application
aimed at improving pilots’ awareness and response in
critical situations (Avanzini et al., 2020).

You (2020) presents a multi-layered framework for
autonomous perception and data fusion in UAV swarms to
enhance mission performance. This framework integrates
various perception techniques to boost situational
awareness. A critical approach involves advanced
algorithms for real-time data processing, enabling UAVs to
make swift decisions based on environmental information.
The authors also implement collaborative strategies among
UAVs, facilitating effective data sharing and insights. This
collaboration is essential for optimizing resource allocation
and improving mission outcomes. Furthermore, the paper
addresses challenges such as communication delays and
environmental uncertainties by incorporating adaptive
mechanisms that adjust UAV operations based on real-time
conditions. The outlined methods aim to create a robust
system capable of operating efficiently in dynamic,
unpredictable environments, enhancing the effectiveness of
UAV swarms for applications such as surveillance and
search and rescue missions (You, 2020).

Gao et al. (2020) discuss the challenges UAVs
encounter in  battlefield  scenarios,  particularly
electromagnetic interference that can result in loss of
ground control. The authors propose a method for UAV
electromagnetic jamming security situation awareness
through semantic analysis. This analysis is based on subtle
changes in UAV state parameters during electromagnetic
interference. The method features a tracing comparison
technique to detect abnormal UAV behaviors and employs
fuzzy logic reasoning for analyzing link jamming and
intrusion scenarios. Lastly, it includes a semantic
evaluation of the link situation to enhance UAV active
defense capabilities. Simulation results show that this
approach effectively assesses security situations using
limited and diverse state parameters, thereby improving the
operational resilience of battlefield UAVs (Gao et al.,
2020).

Liu et al. (2020) address the challenges of automated
situational awareness (ASA) in complex, dynamic
environments, where accurately perceiving elements and
events is crucial for mission success. Target detection is
essential for ASA, but identifying distant targets is often
hampered by factors such as size, complex backgrounds,
and poor lighting. The authors recommend multimodal
imaging techniques that combine visible and thermal
images to enhance situational awareness and improve
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detection capabilities. They present a deep learning
framework for Deep Multimodal Image Fusion (DIF),
utilizing a deep convolutional neural network (CNN) to
integrate  complementary information from different
modalities to enhance target detection. Validation of the
DIF framework, conducted using the Military Sensing
Information Analysis Center dataset, shows that it
outperforms traditional methods in detection accuracy and
computational efficiency (Liu et al., 2020).

Geraldes et al. (2019) highlight the significance of
situational awareness in using UAVs for surveillance,
search and rescue, and disaster response. They outline three
key challenges: limited bandwidth that restricts access to
live video feeds, prolonged video monitoring that is tedious
for operators, and the impracticality of locating individuals
via cell phones. To address these issues, the authors
developed the Person-Action-Locator (PAL) system, which
utilizes a supercomputer-on-a-module to analyze video
feeds onboard the UAV. The PAL system employs deep
learning models to detect people and recognize their actions
in near real-time, aiding human operators. Additionally, a
Pixel2GPS converter estimates individuals' locations from
the video feed, displaying detected people and their actions
on a map interface. The paper reports successful lab tests of
the deep learning models and field tests of the fully
integrated PAL system, demonstrating its effectiveness in
real-world applications (Geraldes et al., 2019).

Das et al. (2018) present a framework for managing
diverse teams of unmanned systems and human agents in
unpredictable environments to enhance situational
awareness for mission-critical operations. The framework
minimizes cognitive load for human agents while ensuring
effective team communication and control by integrating
five key components: control, communication, artificial
intelligence (Al), platform, and visualization. Control is
categorized into agent-level and mission-level, enabling
structured task management. The Robot Operating System
(ROS) facilitates communication, ensuring consensus
among unmanned systems. These platforms feature
advanced AI/ML capabilities that boost performance and
improve human-robot interaction (HRI). A mixed reality
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(MR) visualization scheme alleviates cognitive burden by
offering a hybrid mapping approach that combines 2D and
3D elements. This framework has been tested with a
diverse group of UAVs collaborating with a human
operator (Das et al., 2018).

Ruano et al. (2017) explore the challenges UAV
operators face as they transition from traditional piloting to
Ground Control Station (GCS) operations. Standard GCSs
typically feature separate displays: one screen shows the
video feed, while another presents mission plans and sensor
data. The authors propose an augmented reality (AR) tool
designed to alleviate the challenge of synthesizing
information from these screens. Designed for Medium-
Altitude Long-Endurance (MALE) UAVs, the AR system
offers two essential functions: route orientation and target
identification. Route orientation helps operators visualize
upcoming waypoints and the UAV's trajectory, while target
identification enables rapid localization, even when
obstacles obstruct the view. The AR tool adheres to North
Atlantic Treaty Organization (NATO) standards, ensuring
compatibility with various GCSs. Experiments demonstrate
that the AR tool significantly enhances UAV operators'
situational awareness (Ruano et al., 2017).

Rattadilok and Petrovski (2014) propose an adaptive
inferential measurement framework for control and
automation systems, tested on simulated traffic surveillance
data. This framework enables the inference of anomalies in
the data through statistical, computational, and clustering

analysis. Additionally, a computational intelligence
technique can dynamically optimize its ensemble
performance. Experimental results show that the

framework is applicable across various domains, achieving
reasonable inferential accuracy. Computational intelligence
also effectively identifies critical features in detecting
anomalies within the surveillance data. The authors use
statistical, computational, and clustering analysis, along
with computational intelligence techniques, for dynamic
tuning of ensembles (Rattadilok & Petrovski, 2014).

Table 1 demonstrates an overview of previous research
in this area.
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Source

Al method

Contribution

(Han et al., 2023)
(Song et al., 2023)
(Gao & Lv, 2023)

(Renetal., 2021)
(Igonin et al., 2021a)

(Gao et al., 2020)

(Igonin et al., 2021b)

(Anjum et al., 2020)

(Zak et al., 2020)

(Fan et al., 2020)

(Maltezos et al., 2020)

(Avanzini et al., 2020)

(You, 2020)

(Liu et al., 2020)

(Geraldes et al., 2019)

(Das et al., 2018)

(Ruano et al., 2017)

(Rattadilok & Petrovski,
2014)

MLP, Fuzzy inference, and LSTM neural networks.
Information Fusion

Deep Neural Network, Inverse reinforcement learning,
transfer learning

LSTM-RNN and variant GRU methods

LSTM- RNN, Image Segmentation using Deep
Learning

Deep learning, fuzzy logic reasoning
RNN- based deep learning

Distributed and approximate computing techniques,
and neural networks

Lasso Regression, Neural Network, Random Forest,

XGBoost

Multi-agent deep reinforcement learning

Computer vision, image processing, and machine

learning techniques

Augmented Reality

Information fusion based on UAV swarm

CNN- based deep learning, and multimodal imaging

and fusion techniques

Deep Learning models

Robot Operating System

Augmented Reality

Computational Intelligence techniques, clustering and
statistical techniques

Perception, Comprehension, and projection of UAV swarm situation.
Proposal of cluster situation awareness technology

Improved Endsley three level SA model with human- machine
intelligent model.

Homogeneous and heterogeneous swarm cooperative SA models
based on team and DSA.

Focus on understanding root causes of attacks in enterprises

Formulation of requirements for controlling UAV behavior
algorithms.

Analysis of SA levels and types for HA-UAVSs.

UAV security situation awareness based on semantic analysis.
Improved active defense capacity of battlefield UAVs.
Formation of a neural network to predict object trajectories.
Use of FlightGear simulator to prepare datasets.

Deploying Neural Network techniques on resource-constrained
drones for SA.

Real time suspect/ weapon detection and identification in emergency
situations

A new approach to automatically filter information on C2 maps.

Developed a three level Al algorithm (GiCo-MAF) using machine
learning

Energy efficient trajectory planning for UAV.

Freshness function based on Age of Information for situation
awareness

Design of multipurpose UAV situational awareness platform.

Utilization of advanced computer vision and machine learning
techniques

AR-based visual aids for SUAS operations in security sensitive areas.

Design and discussion of augmented reality application for pilot’s
situation awareness.

Mission- driven autonomous perception and fusion. based on UAV
swarm technology

Deep multimodal image fusion framework proposed for target
detection enhancement.

Demonstrated effectiveness and superiority in detection accuracy and
computational efficiency.

Developed PAL system for UAV-based situational awareness.
Created Deep Learning models for person detection and action
recognition

Rapid SA development framework for MUM-T.

Leveraging cutting-edge technologies like distributed neuro- adaptive
control.

AR tool for route orientation and target identification.

Improved situational awareness of UAV operators demonstrated in
experiments.

Inferential measurement framework for UAV control systems with
heterogeneous inputs.

Highlighting potential anomalies in real-time surveillance data for
autonomous control.

5. Discussion

In military applications, Al-driven UAVs are crucial for
surveillance and reconnaissance missions. Al enhances
these operations by employing computer vision and
machine learning techniques, which enable the
identification and tracking of targets, such as vehicles and
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personnel. By analyzing vast volumes of sensor data, Al
can detect anomalies and provide early warnings of
potential threats. Furthermore, Al analyzes terrain data to
optimize flight routes and identify strategic locations,
thereby improving the accuracy and efficiency of target
acquisition through predictive analytics. Machine learning
models, leveraging historical and real-time data, forecast
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target movements to enhance tracking effectiveness. Deep
learning techniques, such as Convolutional Neural
Networks (CNNSs), assist in differentiating between targets
and non-targets, thereby reducing false positives. Al
systems also facilitate quicker goal prioritization and
decision-making in real-time tactical operations.

In search and rescue (SAR) missions, Al significantly
enhances UAV capabilities through automatic object
detection, path optimization, and real-time data fusion. Al-
controlled UAVs utilize advanced imagery and sensor
analytics to locate missing persons and objects in
challenging environments.  Simultaneously, machine
learning algorithms optimize search patterns and flight
routes to ensure efficient area coverage. Integrating data
from various sensors, such as thermal cameras and LiDAR,
aids in detecting heat signatures and movement in difficult
terrains.

Al-controlled UAVs also play a critical role in
environmental monitoring, including pollution detection,
wildlife tracking, and disaster assessment. Al algorithms
analyze sensor data to quantify air, water, and soil
contaminants, supporting environmental protection efforts.
These UAVs monitor wildlife populations and habitats,
contributing to conservation initiatives. After natural
disasters, Al-enabled UAVs assess damage using imagery
and sensor data, assisting in the planning and coordination
of relief efforts.

In urban environments, Al-enabled UAVs contribute to
traffic and crowd monitoring by analyzing traffic flow,
crowd behavior, and detecting incidents. Computer vision
algorithms process real-time video feeds to monitor traffic,
detect congestion, and identify incidents. Al systems track
crowd movements, providing insights for event
management, public safety, and emergency response.
Machine learning models also help detect accidents and
fires, enabling faster response times and better resource
allocation.

In the realm of infrastructure inspection, Al enhances
the efficiency and accuracy of UAV operations through
automated defect detection, predictive maintenance, and
high-resolution imaging. Deep learning algorithms identify
cracks, corrosion, and other defects in structures such as
bridges, pipelines, and buildings. By analyzing historical
inspection data, Al models predict potential failures,
enabling proactive maintenance and minimizing downtime.
UAVs equipped with high-resolution cameras and Al-
driven image analysis can conduct detailed inspections of
hard-to-reach areas.
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In delivery services, Al improves UAV capabilities
through route optimization, autonomous navigation, and
package handling. Machine learning algorithms optimize
delivery routes based on factors such as weather, traffic,
and urgency, ensuring timely deliveries. Al systems enable
UAVs to navigate autonomously, avoiding obstacles and
adapting to changing environments. Al-driven robotic
systems enhance the precision and reliability of package
handling, from loading to delivery.

By leveraging Al technologies, UAVs can perform
complex tasks across various applications with greater
autonomy, accuracy, and efficiency, significantly
increasing their utility and impact in military, civilian, and
commercial sectors.

6. Challenges and Limitations

The deployment of Al-driven UAVs presents several
technical challenges that impact their effectiveness and
reliability. Key issues include data quality and availability;
sensor limitations, noise, and the lack of labeled training
data can undermine Al model accuracy. Real-time
processing is another significant constraint, as the high
computational demands of Al algorithms may overwhelm
onboard systems, leading to delays and increased power
consumption. Overcoming these technical barriers is
crucial for enabling UAVs to process and respond to
information swiftly and accurately.

Operationally, UAVs must contend with environmental
factors such as adverse weather, complex terrains, and
signal interference, which can disrupt performance and
navigation. Ensuring scalability and robustness is
challenging, as integrating Al with existing systems and
adapting to various operational contexts requires substantial
effort. Furthermore, ethical and legal considerations are
paramount; privacy concerns arise from potential
surveillance, while regulatory issues involve compliance
with airspace regulations and data protection laws.
Addressing these ethical and legal challenges effectively is
essential for the responsible deployment of Al-driven
UAVsS.

7. Future Directions and Research Opportunities

The future of Al-driven UAVs stands to benefit from
emerging technologies and advancements that promise to
enhance their capabilities and applications. Advancements
in Al, such as more sophisticated machine learning
algorithms, neural network architectures, and real-time data
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processing techniques, are expected to improve UAV
performance in complex and dynamic environments.
Innovations in sensor technology, including higher-
resolution cameras, more sensitive LIDAR systems, and
advanced environmental sensors, will provide UAVs with
richer and more accurate data, further enhancing their
situational awareness and operational effectiveness.

Despite these advancements, several research gaps
require further investigation. Key areas for exploration
include improving the robustness and adaptability of Al
algorithms to handle diverse and unpredictable conditions,
enhancing the integration and fusion of data from multiple
sensor types, and addressing privacy and regulatory
compliance challenges. The potential future applications of
Al in UAVs are vast and speculative, with possibilities
including fully autonomous disaster response units,
advanced aerial logistics networks, and intelligent swarm
technologies for complex missions. Continued research and
innovation in these areas will drive the next generation of
Al-driven UAVSs, expanding their capabilities and
applications across various domains.

8. Conclusion

This survey has explored the integration of Al in
enhancing situational awareness for UAVs, highlighting
several key points. Al techniques, including machine
learning, deep learning, computer vision, and data fusion,
significantly enhance UAV capabilities in various domains,
such as military surveillance, civilian search and rescue,
environmental monitoring, and commercial infrastructure
inspection. Despite these advancements, challenges such as
data  quality, real-time  processing  constraints,
environmental factors, and ethical concerns remain critical.
The review identifies research gaps in improving algorithm
robustness, sensor integration, and regulatory compliance
while pointing to future innovation and application
opportunities.

The practical implications for UAV operations include
more effective and autonomous decision-making, improved
monitoring and inspection task efficiency, and enhanced
real-time response capabilities in complex scenarios. For
Al research, these findings underscore the need for
continued development in robust Al models, advanced
sensor technologies, and solutions to privacy and regulatory
issues. In conclusion, the future of Al-driven UAVs holds
promise for further transforming situational awareness
capabilities, potentially leading to more autonomous,
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intelligent, and versatile UAV systems that can operate
efficiently across various applications and environments.
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