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Internet of Things (IoT) networks connect devices used in smart homes, education, 

healthcare, transportation, and critical infrastructure, but their heterogeneity and 

limited device resources create a broad and rapidly changing attack surface. This 

study compared four standalone deep-learning architectures—deep neural network 

(DNN), one-dimensional convolutional neural network (CNN), long short-term 

memory (LSTM), and gated recurrent unit (GRU)—with all six pairwise probability 

ensembles formed from these models for binary intrusion detection. The analysis 

used 461,043 observations and 45 features from the TON-IoT network-traffic data. 

Data were divided into 322,730 training observations and 138,313 test observations 

using a 70/30 class-preserving record-level split. Preprocessing included missing-

value treatment, categorical encoding, removal of non-informative features, and 

standardization estimated from the training data and applied to the test data. Models 

were trained under common optimization settings and evaluated using accuracy, F1 

score, area under the receiver operating characteristic curve (AUC-ROC), and 

confusion-matrix errors. Every pairwise ensemble ranked above the four standalone 

models by F1 score in this single-split analysis. The DNN + GRU ensemble 

achieved the highest point estimates, with accuracy of 0.9774, F1 score of 0.9680, 

and AUC-ROC of 0.9963. It produced 87,926 true negatives, 47,260 true positives, 

2,074 false positives, and 1,053 false negatives. The DNN + LSTM ensemble 

ranked second, with accuracy of 0.9769, F1 score of 0.9673, and AUC-ROC of 

0.9957. Because the evaluation used one split and single point estimates, the small 

differences between leading models should be interpreted descriptively rather than 

as evidence of statistically significant superiority. For deployment, external 

validation, calibrated thresholds, explainable alerts, drift monitoring, and analyst 

oversight remain necessary. 

Keywords: Internet of Things; intrusion detection system; deep learning; ensemble learning; 

DNN; CNN; LSTM; GRU; TON-IoT; trustworthy artificial intelligence 

  

1. Introduction 

he Internet of Things (IoT) has changed networked 

computing from a set of relatively stable endpoints 

into a large ecosystem of sensors, actuators, household 

devices, industrial controllers, vehicles, medical systems, 

educational technologies, and cloud-connected services. 

These devices continuously exchange information and 

support automation, real-time monitoring, and data-driven 

decisions. The same connectivity also expands the number 

T 

http://journals.kmanpub.com/index.php/aisportsci
https://kmanpub.com/
https://doi.org/10.61838/kman.aitech.5855
http://creativecommons.org/licenses/by-nc/4.0
https://orcid.org/0000-0002-1574-4761
https://orcid.org/0000-0002-9417-9018
https://orcid.org/0000-0003-3770-4194
https://orcid.org/0000-0001-5145-2013
https://crossmark.crossref.org/dialog/?doi=10.61838/kman.aitech.5855
http://creativecommons.org/licenses/by-nc/4.0


 Sahep Majeed et al.                                                                                                                    AI and Tech in Behavioral and Social Sciences 5:1 (2026) 1-11 

 

 
E-ISSN: 3041-9433 

2 

of entry points available to attackers. Compromised IoT 

devices may be used for distributed denial-of-service 

attacks, unauthorized surveillance, ransomware, data 

exfiltration, or manipulation of services on which people 

increasingly depend. Cybersecurity in connected 

environments is therefore not solely a technical matter: it 

affects privacy, perceived safety, institutional trust, and 

willingness to adopt AI-enabled services. 

Conventional defenses based on fixed signatures and 

manually specified rules remain useful for recognized 

threats, but they are less effective when attacks change 

rapidly or when normal activity varies across devices and 

contexts. Intrusion detection systems (IDSs) address this 

limitation by analyzing traffic and system behavior to 

identify activity that departs from expected patterns. In IoT 

settings, IDS design is complicated by heterogeneous 

protocols, class imbalance, high traffic volume, limited 

computing resources, and the temporal structure of 

coordinated attacks. The TON-IoT benchmark was 

developed from heterogeneous IoT, industrial IoT, 

operating-system, and network sources to support 

evaluation of AI-based cybersecurity applications under 

more realistic conditions (Alsaedi et al., 2020). 

Deep learning is attractive for intrusion detection 

because it can learn nonlinear and hierarchical 

representations without relying exclusively on hand-crafted 

rules (Goodfellow et al., 2016). Different architectures, 

however, model different properties of network data. A 

fully connected DNN learns nonlinear interactions among 

tabular features. A one-dimensional CNN can detect local 

combinations and short-range patterns. LSTM networks 

retain long-range dependencies through gated memory 

(Hochreiter & Schmidhuber, 1997), whereas GRU 

networks provide a more compact recurrent mechanism 

that often achieves comparable temporal modeling with 

fewer parameters (Cho et al., 2014). No single 

representation can be assumed to capture all properties of 

normal and malicious traffic. 

The rationale for combining models extends beyond 

network security. Reviews of deep learning in complex 

sequential domains indicate that hybrid architectures can 

improve stability and generalization when different models 

capture complementary structure (Karimi Dastgerdi & 

Zamani Boroujeni, 2020). Sensor-based human-activity 

recognition likewise illustrates the value of deep feature 

extraction from multidimensional signals (Mohammadi & 

Anisheh, 2024). In IoT-enabled educational environments, 

Bayesian modeling has been used to identify hidden 

relationships in learner activity (Moradi, 2023), while 

reinforcement learning has supported adaptive, load-

balanced decisions in vehicular IoT systems (Ravaei et al., 

2022). These studies address different tasks, but they 

demonstrate the broader capacity of AI models to analyze 

heterogeneous, dynamic, and behaviorally meaningful IoT 

data. 

Ensemble learning provides a formal way to exploit 

complementary representations. When models make 

partially uncorrelated errors, averaging or weighting their 

predicted probabilities may reduce variance and improve 

generalization (Breiman, 1996; Sagi & Rokach, 2018). 

Stacked generalization similarly combines the outputs of 

multiple learners through a higher-level decision process 

(Wolpert, 1992). The same principle has improved 

prediction in social-media data: Rahmani Seryasat et al. 

(2021) combined heterogeneous regression models through 

stacked generalization to predict Facebook comment 

volume (Rahmani Seryasat et al., 2021). For intrusion 

detection, an ensemble may combine the broad nonlinear 

interactions captured by a DNN, local feature patterns 

learned by a CNN, and ordered dependencies modeled by 

LSTM or GRU networks. 

This study comparatively evaluated four standalone 

deep-learning models and all six pairwise ensembles under 

the same dataset and evaluation framework. The primary 

objective was to describe whether pairwise combination 

improved intrusion-discrimination metrics within the 

reported split and to identify the pairing with the highest 

observed point estimates. A secondary objective was to 

discuss deployment considerations. Because no repeated 

runs, confidence intervals, external validation, calibration 

analysis, or human-factors evaluation were available, the 

study does not establish statistically significant model 

superiority or empirically validate trustworthy-AI 

performance. 

2. Related Work 

Deep-learning-based intrusion detection has developed 

along three main directions: representation learning from 

traffic features, temporal modeling of network behavior, 

and the integration of multiple models. Early deep 

architectures demonstrated that nonlinear representation 

learning could improve network anomaly detection 

compared with shallow or manually engineered pipelines 

(Diro & Chilamkurti, 2018; Shone et al., 2018; 

Vinayakumar et al., 2019). Comparative reviews have 

https://portal.issn.org/resource/ISSN/3041-9433
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likewise identified dataset quality, class imbalance, and 

cross-environment generalization as recurring challenges 

for deep-learning IDS research (Ferrag et al., 2020). Online 

systems such as Kitsune further showed that ensembles of 

compact autoencoders could detect anomalous traffic with 

limited computational resources, an important requirement 

for network gateways and edge devices (Mirsky et al., 

2018). 

IoT-specific datasets have been central to progress 

because conventional enterprise-network benchmarks do 

not fully reflect device heterogeneity or modern attack 

behavior. TON-IoT combines telemetry, operating-system, 

and network data collected in a realistic IoT/IIoT testbed 

and includes attacks such as denial of service, distributed 

denial of service, scanning, backdoors, injection, and 

ransomware (Alsaedi et al., 2020). Evaluations using TON-

IoT Linux data have emphasized the importance of realistic 

preprocessing and data-analytics pipelines for intrusion 

detection (Moustafa et al., 2020). 

Recent hybrid models combine convolutional and 

recurrent components to capture local and temporal 

information. Afraji et al. (2025) evaluated CNN-LSTM-

GRU configurations for IoT and IIoT intrusion detection 

(Afraji et al., 2025), while Ishtiaq et al. (2025) combined 

multi-scale convolution, bidirectional recurrence, and 

attention (Ishtiaq et al., 2025). Other work has addressed 

minority-class prediction and imbalance through staged 

deep-learning frameworks (Maoudj & Belghiat, 2025). 

These studies support the premise that architecture 

diversity is valuable, but many focus on one proposed 

hybrid rather than a controlled comparison of several 

standalone models and all pairwise combinations. 

Interpretability and operational trust are increasingly 

recognized as necessary components of IDS deployment 

(Ahmad et al., 2025). A detector may achieve high 

aggregate accuracy while still generating errors that are 

costly in a specific setting. A false negative in a medical or 

industrial IoT system can allow an attack to persist, 

whereas repeated false positives may produce alert fatigue 

and encourage operators to ignore warnings. Model 

explanations, calibrated confidence, and audit trails help 

analysts understand why an alert was produced and whether 

it is consistent with the operational context (Lundberg & 

Lee, 2017). The present study therefore treats ensemble 

performance as a contribution to decision support, not as a 

justification for fully autonomous blocking or sanctioning. 

The research gap addressed here is a controlled 

descriptive comparison under common conditions. Four 

base architectures were trained on the same processed 

TON-IoT data, and every possible two-model ensemble 

was evaluated using the same reported metrics. This design 

reduces variation caused by different datasets and 

preprocessing pipelines, but it does not by itself establish 

generalization beyond the single split or demonstrate that 

observed differences are robust to alternative seeds, 

devices, sessions, or time periods. 

3. Methods and Materials 

3.1. Study Design 

This computational experimental study compared binary 

classifiers for identifying normal and malicious IoT 

network traffic. The analysis included four standalone 

architectures—DNN, CNN, LSTM, and GRU—and the six 

pairwise ensembles that can be formed from those four 

models. All models were evaluated on a common held-out 

test set created through a record-level 70/30 split. The unit 

of analysis was a network-traffic observation. Because 

records originating from the same device, session, 

connection, or attack episode may be correlated, future 

validation should use group-aware or chronological 

partitioning to assess possible split-related leakage. 

3.2. Dataset and Preprocessing 

The final analytical dataset contained 461,043 

observations and 45 predictor features. The target was 

binary, distinguishing normal traffic from attack traffic. 

Numeric attributes included variables such as source and 

destination ports, connection duration, and transmitted or 

received byte counts. Categorical attributes included 

network protocol, service type, and address-related fields. 

The data were divided into 322,730 training observations 

(70%) and 138,313 test observations (30%) while 

preserving the original class distribution. The available 

analysis record does not identify the exact source file, 

collection period, duplicate-removal procedure, attack-

family counts, or whether records from the same device, 

connection, or session were separated across partitions. 

Preprocessing removed non-informative and zero-

variance fields, treated missing values using summary-

value imputation, encoded categorical variables 

numerically, and standardized numeric predictors. 

Parameters for imputation, encoding, and scaling were 

estimated from the training data and then applied to the test 

data. The exact feature-by-feature imputation rules, 

https://portal.issn.org/resource/ISSN/3041-9433
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category-handling procedure, and complete list of excluded 

or retained identifiers were not available in the source 

record. For recurrent and convolutional models, the 

processed feature vector was reshaped as a one-

dimensional ordered sequence in which each feature 

occupied one position. This representation permits 

architectural comparison but does not constitute a genuine 

timestamp-ordered packet or flow sequence; consequently, 

recurrent performance should not be interpreted as direct 

evidence of temporal attack modeling. 

Table 1 

Dataset and preprocessing characteristics 

Element Specification Purpose 

Dataset TON-IoT network-traffic subset Realistic IoT/IIoT intrusion benchmark 

Observations 461,043 Binary normal-versus-attack classification 

Predictor features 45 Numeric and categorical network attributes 

Training set 322,730 observations (70%) Model fitting and preprocessing estimation 

Test set 138,313 observations (30%) Held-out comparative evaluation 

Preprocessing Missing-value treatment, encoding, feature screening, 

standardization 

Comparable numeric inputs and leakage control 

3.3. Standalone Deep-Learning Architectures 

The DNN received the processed feature vector directly. 

It used hidden layers with 128, 64, and 32 units, rectified 

linear activation, and dropout rates of 0.30 and 0.20 in the 

earlier hidden stages. A single sigmoid output represented 

the probability of attack traffic. This model served as the 

principal tabular nonlinear baseline. 

The one-dimensional CNN used two convolutional 

layers with 32 and 16 filters, respectively, followed by 

flattening, a 32-unit dense layer, dropout of 0.20, and 

sigmoid output. The convolutional kernel size was one. 

Therefore, the model applied pointwise transformations at 

individual feature positions rather than learning wider 

neighboring-feature patterns in the conventional 

convolutional sense. This architectural limitation should be 

considered when interpreting the comparatively weaker 

CNN performance. 

The LSTM model used two recurrent layers with 32 and 

16 units. The first returned the full sequence to the second 

layer, and dropout of 0.20 was applied between recurrent 

stages. A 16-unit dense layer preceded the sigmoid 

classifier. The GRU model used a parallel 32-unit and 16-

unit structure, enabling direct comparison between 

recurrent cell types while reducing gate complexity relative 

to LSTM. 

Table 2 

Configuration of the standalone models 

Model Principal layers Regularization Intended representation 

DNN Dense 128 → 64 → 32 → 1 Dropout 0.30 and 0.20 Nonlinear interactions among tabular features 

CNN Conv1D 32 → Conv1D 16 → Dense 32 → 1 Dropout 0.20 Feature-position and local structural patterns 

LSTM LSTM 32 → LSTM 16 → Dense 16 → 1 Dropout 0.20 Longer-range ordered dependencies 

GRU GRU 32 → GRU 16 → Dense 16 → 1 Dropout 0.20 Efficient gated dependency modeling 

3.4. Training and Pairwise Ensembles 

All standalone models were trained with the Adam 

optimizer, an initial learning rate of 0.001, binary cross-

entropy loss, a maximum of eight epochs, and a batch size 

of 64. Early stopping restored the weights associated with 

the best monitored validation state. However, the source 

record did not specify the validation fraction, monitored 

metric, patience, random seed, hardware, software version, 

or hyperparameter-selection procedure. These omissions 

limit exact reproducibility and should be addressed in 

future replication. 

After fitting the four base models, predicted attack 

probabilities were retained for the held-out observations. 

The available workflow indicates an F1-weighted 

probability ensemble, with normalized weights calculated 

as wᵢ = F1ᵢ / ΣF1 and the ensemble probability calculated as 

P = ΣwᵢPᵢ; a threshold of 0.50 was then applied. The 

https://portal.issn.org/resource/ISSN/3041-9433
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evaluated pairs were DNN + CNN, DNN + LSTM, DNN + 

GRU, CNN + LSTM, CNN + GRU, and LSTM + GRU. 

The source documentation does not identify whether the 

F1-based weights were estimated from training, validation, 

or test predictions. If test-set F1 values were used, this 

would constitute information leakage; therefore, the 

ensemble results require cautious interpretation until the 

weighting dataset is documented. 

Figure 1 

Original analytical workflow for TON-IoT preprocessing, base-model training, ensemble construction, classification, and evaluation. 

 
Note. The reported comparative analysis is restricted to the four standalone models and six pairwise ensembles for which complete Accuracy, F1, and AUC-

ROC values were available. 

 

3.5. Evaluation Measures 

Performance was evaluated using accuracy, precision, 

recall, F1 score, AUC-ROC, and confusion matrices. 

Accuracy summarizes total correctness but may be 

optimistic under unequal class prevalence. Precision 

quantifies the proportion of attack alerts that are correct, 

whereas recall measures the proportion of attacks detected. 

The F1 score summarizes their balance, and AUC-ROC 

evaluates ranking discrimination across thresholds. For a 

https://portal.issn.org/resource/ISSN/3041-9433
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more complete operational assessment, future analyses 

should also report class prevalence, specificity, balanced 

accuracy, Matthews correlation coefficient, area under the 

precision–recall curve, calibration error, and threshold-

specific false-positive rates. 

The source analysis reported single point estimates from 

one record-level train–test split rather than means from 

repeated random seeds, cross-validation, group-aware 

splitting, or external validation. Accordingly, all ranking 

differences are interpreted descriptively. No inferential 

claim is made that the small differences between leading 

ensembles would replicate under alternative initializations, 

devices, sessions, time periods, or independent IoT 

datasets. 

4. Findings and Results 

4.1. Overall Model Comparison 

The pairwise ensembles occupied all six leading 

positions in the observed F1 ranking, followed by the four 

standalone models. The highest point estimates were 

obtained by Ensemble (DNN + GRU), with accuracy of 

0.9774, F1 score of 0.9680, and AUC-ROC of 0.9963. 

Ensemble (DNN + LSTM) was a close second, with 

corresponding values of 0.9769, 0.9673, and 0.9957. The 

F1 difference between these models was 0.0007 and cannot 

be interpreted as statistically meaningful without repeated 

runs, paired error analysis, or confidence intervals. 

The CNN + GRU and CNN + LSTM ensembles ranked 

third and fourth by F1 score, achieving 0.9635 and 0.9601, 

respectively. Although CNN was the weakest individual 

model, its inclusion in higher-ranked ensembles suggests 

possible prediction diversity. However, probability 

correlations, disagreement rates, and error-overlap 

measures were not reported, so complementary errors 

remain a plausible interpretation rather than an empirically 

demonstrated mechanism. 

Table 3 

Performance of standalone and pairwise ensemble models 

Rank Model Accuracy F1 score AUC-ROC 

1 Ensemble (DNN + GRU) 0.9774 0.9680 0.9963 

2 Ensemble (DNN + LSTM) 0.9769 0.9673 0.9957 

3 Ensemble (CNN + GRU) 0.9737 0.9635 0.9942 

4 Ensemble (CNN + LSTM) 0.9713 0.9601 0.9932 

5 Ensemble (LSTM + GRU) 0.9648 0.9509 0.9941 

6 Ensemble (DNN + CNN) 0.9646 0.9493 0.9890 

7 DNN 0.9639 0.9482 0.9823 

8 GRU 0.9614 0.9467 0.9912 

9 LSTM 0.9594 0.9435 0.9928 

10 CNN 0.9429 0.9211 0.9777 

 

Across the complete set, accuracy ranged from 0.9429 to 

0.9774, F1 score from 0.9211 to 0.9680, and AUC-ROC 

from 0.9777 to 0.9963. These values indicate strong within-

split discrimination. They should not be interpreted as 

evidence of deployment-level generalization because no 

group-aware, temporal, cross-dataset, or repeated-seed 

validation was reported. 

 

 

 

Figure 2 

Original comparison of Accuracy, F1 score, and AUC-ROC across the evaluated standalone and ensemble models. 

https://portal.issn.org/resource/ISSN/3041-9433
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Note. Models are ordered by F1 score. Higher values indicate better performance. 

4.2. Standalone Models 

Among standalone models, DNN produced the highest 

observed accuracy (0.9639) and F1 score (0.9482). GRU 

followed with accuracy of 0.9614 and F1 score of 0.9467, 

while LSTM achieved 0.9594 and 0.9435. GRU and LSTM 

recorded AUC-ROC values of 0.9912 and 0.9928, 

respectively. Because the input represented ordered feature 

positions rather than genuine time sequences, these 

recurrent results should be interpreted as performance on an 

imposed feature ordering, not direct evidence of temporal 

dependency modeling. 

CNN produced the lowest standalone point estimates: 

accuracy of 0.9429, F1 score of 0.9211, and AUC-ROC of 

0.9777. The kernel size of one limited the network to 

pointwise feature-position transformations rather than 

wider local windows. The performance of CNN-containing 

ensembles may indicate useful prediction diversity, but this 

explanation requires direct analysis of model disagreement 

and error overlap. 

4.3. Error Profiles Across Models 

Figure 3 presents confusion matrices for the standalone 

and pairwise ensemble models. For Ensemble (DNN + 

GRU), the test set contained 87,926 true negatives and 

47,260 true positives, with 2,074 false positives and 1,053 

false negatives. These counts imply 90,000 normal 

observations and 48,313 attack observations in the test set. 

The false-negative count is operationally relevant, but the 

2,074 false-positive alerts also demonstrate that high 

aggregate metrics do not eliminate alert burden. Exact 

confusion-matrix counts and derived precision, recall, 

specificity, and balanced accuracy should be tabulated for 

all models in a fully reproducible report. 

Figure 3 

Original confusion matrices for the reported standalone and pairwise ensemble models. 

https://portal.issn.org/resource/ISSN/3041-9433
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Note. Normal traffic was coded 0 and attack traffic was coded 1. The upper-left panel shows the best-performing DNN + GRU ensemble; N = 138,313 

test observations. 

5. Discussion 

5.1. Principal Findings 

The central descriptive finding was that all pairwise 

ensembles achieved higher observed F1 scores than the 

standalone architectures in this single split, and the DNN + 

GRU pair produced the highest point estimates for the three 

reported metrics. This pattern is consistent with a potential 

benefit from combining heterogeneous representations, but 

the study did not measure model-error diversity, repeat 

training across seeds, or perform inferential comparisons. 

Therefore, ensemble superiority should be described as an 

observed within-split result rather than a general 

conclusion. 

The second-ranked DNN + LSTM model showed a 

nearly identical pattern, with an F1 score only 0.0007 

below DNN + GRU. This difference is too small to support 

a general claim that GRU is superior to LSTM without 

repeated runs and paired statistical testing. The defensible 

conclusion is that both recurrent outputs complemented the 

DNN under the reported configuration. 

CNN alone ranked last, whereas CNN + GRU and CNN 

+ LSTM ranked third and fourth. This pattern is compatible 

with ensemble theory, but complementary errors were not 

directly quantified. Future work should report probability 

correlations, pairwise disagreement, double-fault measures, 

and overlap among false positives and false negatives 

before attributing gains to diversity. 

The results can be compared with recent IoT IDS studies 

that integrate convolutional, recurrent, and attention-based 

representations (Afraji et al., 2025; Ishtiaq et al., 2025). 

Cross-domain references may illustrate general machine-

learning principles, but they do not directly validate the 

present intrusion detector. The literature review and 

interpretation should therefore prioritize TON-IoT studies, 

leakage-resistant partitioning, cross-dataset generalization, 

calibration, and explainable cybersecurity evaluation. 

5.2. Implications for Trustworthy AI and Human-

Centered IoT 

Intrusion detection affects users through the systems it 

protects, but the present study evaluated network-traffic 

https://portal.issn.org/resource/ISSN/3041-9433
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classification rather than human trust, fairness, privacy 

perceptions, analyst behavior, or social outcomes. The 

human-centered discussion should therefore be understood 

as a set of deployment considerations rather than empirical 

evidence of trustworthy-AI performance. 

The best observed ensemble generated 2,074 false 

positives on the test set. In operational environments, alert 

volume may create analyst fatigue or interrupt legitimate 

activity. Deployment should therefore evaluate calibrated 

thresholds, precision–recall trade-offs, Brier score or other 

calibration measures, alert aggregation, and explanation 

quality on independent operational data rather than 

assuming that a threshold of 0.50 is optimal. 

The framework should be treated as an AI-assisted 

security layer rather than an autonomous authority. High-

risk alerts may justify immediate containment in safety-

critical systems, but routine decisions should incorporate 

context, asset criticality, prior device behavior, and human 

oversight. Logs should record model version, threshold, 

input-processing steps, and analyst action. Users and 

organizations also need clear policies describing what 

network data are collected, how long they are retained, and 

how automated decisions may affect access to services. 

IoT traffic changes when new devices, applications, user 

routines, and attack strategies are introduced. Continuous 

drift monitoring and scheduled re-evaluation are therefore 

necessary. However, drift robustness was not tested in this 

study, and no conclusion about adaptive performance can 

be drawn from the reported static benchmark. 

5.3. Limitations 

The study has several limitations. First, the evaluation 

used one processed dataset, one record-level 70/30 split, 

and single point estimates. Repeated seeds, group-aware or 

chronological splitting, confidence intervals, paired error 

tests, and external validation are required to estimate 

uncertainty and generalization. Second, the exact TON-IoT 

subset, duplicate-removal procedure, class composition, 

complete feature list, identifier handling, validation 

partition, and source of ensemble weights were not fully 

documented. These omissions limit reproducibility and 

leave unresolved risks of session-, device-, or test-set 

leakage. 

Third, CNN, LSTM, and GRU received an imposed 

ordering of processed tabular features rather than genuine 

timestamp-ordered packet or flow sequences. Feature order 

is not equivalent to time, and recurrent gains should not be 

interpreted as temporal attack modeling. Sensitivity to 

alternative feature orders and evaluation on true sequences 

are needed. Fourth, the F1-weighted ensemble procedure 

requires documentation of the data used to estimate 

weights; test-derived weighting would invalidate 

independent evaluation. 

Fifth, the study evaluated binary normal-versus-attack 

classification and did not report attack-family performance, 

AUC-PR, calibration, model complexity, training time, 

memory use, or edge-device feasibility. Sixth, the 

trustworthy-AI discussion was not accompanied by 

empirical explainability, robustness, privacy, fairness, drift, 

or human-factors analyses. Finally, the study did not 

include conventional baselines such as logistic regression, 

random forest, support-vector machines, or gradient 

boosting. 

6. Conclusion 

This study compared four standalone deep-learning 

models and six pairwise ensembles for binary intrusion 

detection using 461,043 TON-IoT observations. The DNN 

+ GRU ensemble produced the highest observed point 

estimates, followed closely by DNN + LSTM, and all six 

ensembles ranked above the four individual models by F1 

score within the reported split. These findings describe 

performance under one preprocessing pipeline and one 

record-level partition; they do not establish statistically 

significant superiority, temporal modeling, leakage-free 

generalization, or deployment readiness. Stronger 

conclusions require transparent ensemble-weight 

estimation, group-aware or chronological splitting, repeated 

seeds, external validation, calibration analysis, complete 

reproducibility materials, and operational evaluation. 
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